Pledge of Ethical Behavior

CS 4630: Defense Against the Dark Arts, Fall 2017

All students in this course are expected to abide by ethical guidelines in their use of the information
taught in the course. It is not the intent of the Department of Computer Science to teach any student
how to create malicious code or how to exploit any software vulnerabilities. However, in order to teach
students how to defend against malicious attacks upon computer systems, it is necessary to provide a
certain amount of information about how such attacks are devised. Students are not to use any of this
information to construct any such attacks themselves, or to render any computer system vulnerable to
such attacks.

Specifically, students are required to agree to abide by the following rules. Each student must sign
this pledge in order to continue in this course. If you cannot agree with these rules and sign this
pledge, you will have to drop this course.

1. T will not use the knowledge gained in this course to alter program or data or any other files
belonging to another person without the express consent of that person.

2. T will not use the knowledge gained in this course to gain access to any computer system that [
am not authorized, by the administrators of that system, to access.

3. T will not use the knowledge gained in this course to use any computer resources (e.g.
processing time, disk space, network bandwidth, etc.) that I am not authorized, by the
administrators of the affected systems, to use.

(print name and UVa userid)

(signature)

(date)
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